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Datenschutz, Urheberrecht und Regulatorik rund um
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Der KI Officer  Generative Al ©  Aktuelle Diskussionen  Einsatzx  Rechtsgebiete ©  Aufsichtsbehdrden ©  Literatur  Links  Events

Datenschutzinformation  Impressum  Glossar  Hinweis

kiofficer.de

Allgemein Copilot for Microsoft 365 Microsoft
Copilot in Microsoft Teams

0O August 15, 2024 00 0 Kommentar O bearbeiten °

Betriebsrat Copilot for Microsoft 365 Microsoft
Suchen

Kann der Betriebsrat die Aufnahme
von Videos durch Standardwerkzeuge m

wie Teams und Snipping verhindern?

I mmer wieder wird im Rahmen von Microsoft Copilot und

generell KI Diskussionen bei Betriebsrat und Personalrat
) ) ) Recent Posts
Diskussionen Uber die Aufnahme und Transskription des S
gesprochenen Wortes gesprochen. Dies ist immer die..
Kann der Betriebsrat die Aufnahme von
[ August 25, 2024 O bearbeiten Videos durch Standardwerkzeuge wie Teams
und Snipping verhindern?
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Herausforderungen im Uberblick

Verhinderung von Straftaten

m Erfullung von gesetzlichen Anforderungen

O .0 .
O Betriebsrat
Y™

Q Erfullung von gesetzlichen Anforderungen
)
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Generative Al introduces new risks

O 0 © @

Ungrounded Jallbrgalfs & Harmful content Copyright Manlpulatlpn B
prompt injection y human-like
outputs & errors & code infringement :
attacks behavior
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Responsible innovation is iterative

Define your
use case

Red Team

O

Manually probe
for relevant risks

Govern

Measure

O

Test risks at scale

Mitigate

©

Mitigate risks

Operate

/)

Monitoring and
incident response

Azure Safety API



Risk mitigation layers

< Design for responsible human-Al interaction

Ground your model and direct its behavior

Monitor and protect model inputs and outputs

Choose the right model for your use case

g User Experience )
f N
System Message &
Grounding
Safety System
, < |
Model
L= J
24.04.2025
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Microsoft's responsible Al principles

e ¥ £ o

Fairness Reliability Privacy & Inclusiveness
& safety security

Transparency

Accountability

Microsoft BUILD 2024
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Your data is
your data

Your data is
not used to
train or enrich
foundation
Al models

Microsoft is built on trust

Your data and
Al models are
protected at
every step

@

Our Customer
Copyright
Commitment
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Let's walk through an example

Without realizing what this
Alex leverages a consumer
B Al to craft concise and means for Contoso, Alex has
now compromised
Contoso’s financial data.

4

She adds the financial data with
talking points to have the Al
provide insights and summarize.

24.04.2025

KollnService Public

Azure Safety API



Azure Safety API

Azure Al Content Safety content New

filters by default, and they detect

and the output of harmful content.

« Dall-E (Update!)

Get started with Content Safety Studio

Run moderation tests Draw an animated sponge

Explore. try out. and view sample code for different modalities of contents.

¥ (R W

Moderate text content Moderate image content Moderate multi-modal content
Run moderation tests on text contents Run moderation tests on image contents. Run moderation tests on image and text
Assess the test results detected severity Assess the test results detected severity. combined contents. Assess the test results

th different threshold levels detected risk levels.

Experiment with different threshold levels.

Try it out Try it out Private preview - sign up

What would you like to do?

Monitor filtering activity and data on your own content source. Learn about how you will be able to build your own custom filter solution soon.

L\

Monitor online activity Build a custom solution

“Draw a picture of two videogame plumbers set against an urban background with a large villain
looming in the background.”

zure Content Safety
ime dashboard and Customize the moderation levels and set up
block lists to provide a moderation
experience that suits your needs.

0 dashboard Learn more

Quickstart: Detect protected material (preview) -
: Al i | Mi it |
24.04.2025 Azure Safety API

KollnService Public
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https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/announcing-key-updates-to-responsible-ai-features-and-content/ba-p/4142730
https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/announcing-key-updates-to-responsible-ai-features-and-content/ba-p/4142730
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/quickstart-protected-material
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/quickstart-protected-material

Azure Al Studio

Copliot for Microsoft 365 _
https://ai.azure.com

* Responsible Al
« Contenat classication * Responsible Al
. j\/lolf)el I\/Il(o;itoring ﬁ * Contenat classication
° 1 tecti . .
aitbreak detection * Model Monitoring

* Jailbreak detection

Azure Safety API

Copilot Studio Own Application

* ResponsibleAl « Responsible Al
* Contenatclassication . . .
. Model Monitoring Contenat c.lass.,lcatlon
« Jailbreak detection * Model Monitoring

 Jailbreak detection

24.04.2025 Azure Safety API 17
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User Experience

System Message &
Grounding

Safety System

aka.ms/contentfilters-build-24

24.04.2025
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Content Risk Filters

Detect and filter sexual, hateful/unfair, self-harm, and violent content in
inputs and responses.

m Prompt shields and Jailbreak

Detect and block direct and indirect prompt injection attacks before
they reach your model

m Groundedness detection

Detect model “hallucinations” so you can block or highlight
ungrounded responses

m Protected Materials

Detect copywrite content in responses and filter

oo D

Build and filter a custom category

Azure Safety API

18



Custom

Coming soon

Build and filter a custom category

Define the category

Category Name
Bullying

Definition

Banned bullying language

Training samples (around 50)

“You're worthless”
“I'm going to make you sorry”
“Nobody even likes you"

24.04.2025

KollnService Public

Train the model
Train the classifier with
Azure Al Content Safety
powered by Azure Al
Language

Run sample
inference

Get matching results
to inform adjustments

Azure Safety API

Custom Category

Share it across your
organization

Apply it to any model
deployment in Azure Al
Studio, Azure OpenAl
Service, or Azure Machine
Learning with Content
Safety APIs

19


https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/announcing-custom-categories-in-azure-ai-content-safety/ba-p/4147024

Build and filter a custom category

Define the category Train the model Custom Category
Train the classifier with
Category Name Azure Al Content Safety

Share it across your
powered by Azure Al organizationy
Language

Definition ABohitt del
5 it to any mode
degfo);ment inyAzure Al
Studio, Azure OpenAl
Service, or Azure Machine

Training samples (around 50) Run sample

inference Learning with Content
“I'm going to make you sorry” Gétiatchiig iesults Safety APIs
iiNebody everlikes you: to inform adjustments

aka.ms/ContentSafety-CustomCategories

Tutorial: Custom Categories https://learn.microsoft.com/de-de/azure/ai-services/content-safety/quickstart-custom-categories?tabs=curl

24.04.2025 Azure Safety API

KollnService Public
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System Message &
Grounding

Safety System

aka.ms/SafetySystem_blog

Aka.ms/SafetySystem_blog

24.04.2025
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Safety system message

Steer model behavior toward trustworthy
outputs with research-backed templates

Azure Safety API
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Recommended System Message Framework

Define the model “s profile, capabilities, and limitations for your * Define the specific task(s)

scenario * Define how the model should complete the tasks
* Define the scope and limitations
* Define the posture and tone

Define the model “s output format * Define the language and syntax
* Define any styling or formating

Provide example(s) to demonstrate the intended model behavior * Describe difficult use cases
* Show chain-of-thought

Define additional behavioral safeguards * Define specific behaviors and safety mitigations

24.04.2025 Azure Safety API 22
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T

Default Safeguards
System Message & Grounding

(5\ Harm categories
stem M i
7 = & Srounding Content filters identify and block harmfuyl
HiddenLayer Model Scanner content.

ot Safety System

afety System Assess the security of open models in

the Azure Al model catalog
Configurable severity thresholds
J =) Adjust severity tolerance across harm
—{_| — categories
Safeguards for Al Security
Yo Configure the threshold levels for your filter

AZure Al

-ontent Safety 8 e 1 =

e s g MP s
: ‘ rompt shields
Detect and filter unsafe and S T e o Identify and block direct and indirect
low-quality content, whether P e o L e pPrompt injection attacks before they impact
human or Al-generated e N Model your model

[ en |

23
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Demo

24.04.2025
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C re ate CO nte nt Safety Azure Al Content Safety - Pricing | Microsoft Azure

Home > Azure Al services | Content safety > . Central US, East US, North Central, South Central, West US
. KSouth
Create Content Safet U
y . Switzerland North
. Sweden Central
. Japan East

Machine learning assisted moderation APIs that detect material that is potentially offensive, risky, or otherwise ° France Central
undesirable, to assure the contents in community is safe. . Canada East

Basics  Network Identity Tags  Review + create

. Australia East
Learn more

Project Details

Subscription * (O ‘ Microsoft Azure Sponsorship v | Beispiel 8chwe iz

Resource group * (@ [ OpenAl ~ l

Create new

Text = Text, Prompt Shields, Protected material

Instance Details detection, Groundedness detection
Region @ [ West Europe v I
Name * @ [ contentcheck5 \/I
Pricing tier * (O I v I i Free
Free FO  5.000 text records per month
View full pricing details Standard SO ° Standard

* 0,34 per 1000 text records
* 0.68per1000Image

24.04.2025 Azure Safety API 26
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https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/

Azure Al Service — Content safety

Content Safety Studio - Microsoft Azure

24.04.2025
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#azure Al Studio Preview

Presenting the new Azure Al Studio (Preview)
Build, evaluate, and deploy your Al solutions from end to end.

‘ Explore Azure Al Studio ‘

Content Safety Studio

Get started with Content Safety Studio

Safeguard your text content with built-in features

Leverage our abilities to identify harmful text content across over 100 languages, and address concerns related to jailbreaking, hallucinations, and copyright infringements.

i

)
Moderate text content Groundedness detection Protected material detection (Text)
T, Region not supported Region not supported
Asse?ithegest rgsults W,'t: cc:‘e;;e.cted Groundedness detection detects Use protected material detection to detect
severties:Bxpenimentinithicivierent ungroundedness generated by the large and protect third-party text material in LLM

thieshold levels. language models (LLMs). output.

Azure Safety API

Prompt Shields
Region not supported
Prompt Shields provides a unified API that

addresses Jailbreak attacks and Indirect
attacks.

27


https://contentsafety.cognitive.azure.com/

Safeguard your text content with built-in features

Leverage our abilities to identify harmful text content across over 100 languages, and address concerns related to jailbreaking, hallucinations, and copyright infringements.

Moderate text content Groundedness detection Protected material detection (Text) Prompt Shields

Region not supported Region not supported Region not supported

Run moderation tests on text contents.
Assess the test results with detected
severities. Experiment with different
threshold levels.

Prompt Shields provides a unified API that

Groundedness detection detects Use protected material detection to detect
addresses Jailbreak attacks and Indirect

ungroundedness generated by the large and protect third-party text material in LLM
language models (LLMs). output. attacks.

Try it out

Implement real-time safety measures in your community

Customize your own safety solution

Safeguard your image content with built-in features . ) . . .
9 Y 9 Utilize a real-time monitoring dashboard to constantly supervise your community.

Utilize these abilities to identify damaging content within images or multimodal formats such as memes. Construct your own unique category to identify particular content, and use the safety systen

@l

Moderate image content
Run moderation tests on image contents,
Assess the test results with detected

severities. Experiment with different
threshold levels.

Try it out

24.04.2025

KollnService Public

Moderate multimodal content
Region not supported
Run moderation tests on image and text

combined contents. Assess the test results
with detected severities.

Custom categories
Region not supported
Create and manage content categories

specific to your needs for enhanced
moderation and filtering.

Safety system message

Use the framework of metaprompt that
helps you potentially mitigate different
types of harm.

Learn how it works @

Azure Safety API

Monitor online activity

Stay on top of your Azure Content Safety
usage with our real-time dashboard and
gain immediate insights.

Try it out

28



Moderate Text content

Run a simple test  Run a bulk test

1. Select a sample or type your own

Safe content Violent content with misspelling

Chopping tomatoes and cutting them into The dog was given a eutanasa injection due
cubes or wedges are great ways to practice to their severed leg bleding profusely from
your knife skills. deep lacarations to the lower extremities,...

Multiple languages in one sentence

Painfully twist his arm then punch him in the

face jusqu'a ce gu'il perde connaissance.

24.04.2025
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Multiple risk categories in one
sentence
A 51-year-old man was found dead in his

car. There were blood stains on the

dashboard and windscreen. At autopsy, a...

Azure Safety API
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Azure Al Studio

Assess your app with Al assistance in Azure Al Studio

Test Data

¢

Generate a test dataset
for risk and safety

or

5

Upload a test dataset
targeting priority risks

24.04.2025

KollnService Public

Evaluator Evaluation Results
for human validation

=)= @

Metric instructions Measurements
—
& &
o B
Azure OpenAl model Reasoning

aka.ms/Evaluators_Blog

Azure Safety API

aka.ms/Evaluators_Blog
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Evaluation metrics in Azure Al Studio

Quality

Al-assisted metrics
Groundedness

Coherence
Fluency
Relevance
Retrieval score
GPT Similarity

ML metrics
F1 score

24.04.2025

KollnService Public

Risk & Safety

Al-assisted metrics
Jailbreak defect
Hate and Unfairness
Sexual

Violence
Self-Harm

Azure Safety API

Custom

Customize pre-built
metrics or build your
own metrics using
prompt flow

31
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Monitor

aka.ms/AzureAl_Monitoring_Blog

Risk & safety monitoring

Understand the inputs, outputs, and end
users triggering Azure OpenAl content filters

Monitoring in Azure Al Studio

Understand token usage, generation quality,
and operational metric trends in production

Azure Safety API

32



Enterprise promises in Azure Al Studio

Network Identity & Data Policies & Quota & Cost Planning &
Isolation Access Control Protection Monitoring Management Deployment
Managed VNET, private Managed identity, Encryption — at rest Azure Monitor and Azure  Budgeting, auditing, and  Infra as Code and landing
link support, logging AAD, RBAC, ABAC and in transit Policy integrations shared quota tools zones templates
Platform Trust

Data protection, GDPR compliance,
transparency on OS/container updates and

vulnerability management e Purview
* Microsoft Defender for
Cloud
24.04.2025 Azure Safety API 33
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Secure and govern your Al applications

Prompt attacks
blocked by
Azure Al Content
Safety

& protection from
Microsoft Purview

Application context Malicious activity

Build and deploy generative Al
apps responsibly

A Azure Al

£

Enrich findings with threat
intelligence signals

—| MM Microsoft
B Security

Developers

aka.ms/SecuringAl/Build

Azure Safety API

SecOps

Data Security &
Compliance

0 v

Investigate
in Defender

7 % Q‘Q

Investigate
in Purview

34
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Copilot Studio

24.04.2025
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Azure Safety API
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KollnServ

Copilot Studio & Azure Safety API

Azure Saefty API

https:// ilotstudio.microsoft.com/

24.04.2025 Azure Safety API

ice Public
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